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Introduction

Growing interest in data-driven, decision-support tools across the life sciences (e.g., [1]) and
physical sciences (e.g., refs [2,3]) has motivated development of web applications, also known as
web apps. Web apps can help disseminate research findings and present research outputs in ways
that are more accessible and meaningful to the general public--from individuals, to governments,
to companies. Specifically, web apps enable exploration of scenario testing and policy analysis
(i.e., to answer “what if?”’) as well as co-evolution of scientific and public knowledge [4,5].
However, the majority of researchers developing web apps receive little formal training or
technical guidance on how to develop and evaluate the effectiveness of their web-based decision
support tools. Take some of us for example. We (Saia and Nelson) are agricultural and
environmental engineers with little experience in web app development, but we are interested in
creating web apps to support sustainable aquaculture production in the Southeast. We had user
(i.e., shellfish growers) interest, a goal in mind (i.e., develop a new forecast product and
decision-support tool for shellfish aquaculturalists), and received funding to support this work.
Yet, we experienced several unexpected hurdles from the start of our project that ended up being
fairly common hiccups to the seasoned web app developers among us (Young, Parham). As a
result, we share the following Ten Simple Rules, which highlight take home messages, including
lessons learned and practical tips, of our experience as burgeoning web app developers. We hope
researchers interested in developing web apps draw insights from our (in)experience as they set

out on their decision support tool development journey.

We focus on web apps, rather than mobile phone applications because advances in web app
coding frameworks (e.g., ReactJS, https://reactjs.org/) make it possible to seamlessly scale web

apps across multiple devices (e.g., phones, computers, and tablets). Web apps are web-based,
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interactive, and dynamic tools. By web-based, we mean that they are available through the
internet, rather than installed and run on a computer (i.e., run locally). By interactive, we refer to
the ability of users to filter web app information or change web app settings to get the specific
information they need. By dynamic, we refer to information on the web app that is updated over
time (e.g., every few seconds, every day). Many web developers separate web apps into two
main components: the frontend and the backend (Figure 1). The frontend represents everything
the user sees on their device screen while the backend represents parts of the web app that only
the web developers see (Figure 1b). The backend typically includes: (1) scripts (i.e., computer
code) written in a backend language (e.g., Java, Python) to support the frontend appearance and
backend functionality of the web app (i.e., how periodic updates are made to the frontend), (2)
databases (e.g., MySQL) to store data for the web app and its users, and (3) web services (e.g.,
Google Cloud Platform, https://cloud.google.com/) to present the updated web app to users and
connect the user’s frontend experience with the backend tasks via the web app (Figure 1c-e).
Most commonly, a trained or experienced web developer will specialize in one particular
component; however, some web developers may specialize in the full stack, which refers to the

frontend and backend of the web app combined.

Throughout this Ten Simple Rules paper, we reflect on our experiences developing the
aforementioned decision-support tool and web app, called “ShellCast”
(https://go.ncsu.edu/shellcast), as well as how our experience applies more broadly to researchers
venturing into web development. ShellCast is a non-commercial product, but researchers
interested in commercializing their web apps can look to other articles in the Ten Simple Rules

collection [6,7]. Briefly, ShellCast users can sign up to create an account and receive a text
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message and/or email notification (Figure 1f) at the start of each day that will alert them of
imminent rainfall events over the next 1 to 3 days, the occurrence of which can result in
restrictions to their shellfish harvesting operations. By creating an account with the web app,
users select a geographic location or locations that they would like to receive notifications for
and their preferred notification type (i.e., text message, email, or both). Users can also view their
notifications and notification locations on the web app main page (Figure 1b). There are many
backend aspects to ShellCast that users do not see (Figure 1c-¢). These include but are not
limited to: (1) timed running of web app backend tasks and code, also known as cron jobs, that
update the web app database(s) each day at 7am and (2) timed interactions between the web app
database(s) and third-party notification providers (i.e., email and text message notification

services).
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Figure 1. Major components of a web application (web app). In this line drawing, the (a) user is
shown interacting with the (b) frontend of the web app. The frontend is updated based on
changes that occur in the backend (c and d). Updates that occur in the backend can also trigger
other actions, such as (f) text or email notifications via (e) third-party integrations. Image Credit:

Sheila M. Saia (CCBY 4.0).

Rule 1: Start with task-centered design

An idea for a web application, no matter how useful and wonderful it may seem, will not be of
much use if you cannot articulate exactly who is going to use your web app and what exactly
they will do with it. It is also important to know how folks will use your web app and how they

will go about making decisions [8]. Designing a web app around what the user wants is known as
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user-centered design. Task-centered design is a subset of user-centered design that focuses on
specific steps taken by the user, and how the web developer implements these tasks behind the
scenes, to achieve the needs of the web app user. Task-centered design is widely studied and
used for web app development [9,10]. See reference [9] for a thoughtful introduction to
implementing task-centered design. Additionally, they emphasize that it is critical to consider
users and their tasks early on in the design process, before jumping directly into web app
development. The first step in task-centered design is to conduct a task and user analysis [9].
During this step, it is helpful to find real, potential users and discuss how your proposed web app
will integrate with their existing workflow and operations. In addition to collecting their
feedback, it is important to collect data about potential users. This may include asking for
information such as their education levels, computer and web experience, work environment,
domain experience, and motivation. If you have trouble finding potential users, this is a good

indication that you may need to rethink your web app concept.

After identifying users and getting feedback, the next step in task-centered design is to develop
concrete, detailed examples of tasks users will perform using your web app [9]. Tasks should be
(1) representative and describe what the user should do, rather than how they do it, and (2)
design independent. Also, tasks should be complete and might include multiple sub-tasks, termed
transition tasks. For example, a complete ShellCast task would be: “Create a ShellCast account
and sign up to get alerts for your geographic shellfish growing area”. An incomplete ShellCast
task would be: “Select your shellfish growing area on the map”. At this stage, it is useful to
implement an iterative design process using very simplistic mockups, also called sketches,

illustrations, or wireframes (Figure S1), of the web app and discuss the mockup designs early on
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with users and web developers on your team. It is unlikely you will get the web app design right
the first time. Getting feedback on low-stakes mockups early in the design process will save you
time, money, and resources (see Rule 2). Admittedly, we (Saia and Nelson) did not include
mockups in the first version of the ShellCast contract draft (Text S1 and see Rule 5) and were
later advised by (very patient) Office of Information Technologies staff at our institution that it
was imperative for users and web developers to see mockups prior to the creation of the web app.
To illustrate how contracts and mockups are drafted in practice, we offer the final version of the
ShellCast contract complete with mockups (Text S2, Figure S1). Developing the mockups was a
very useful exercise and helped us work through the details of complete tasks that users would
take when using ShellCast. It is important to note that this iterative task-centered design is
different from user evaluation, the latter of which is a testing procedure of a more polished web

app prototype (see Rule 2).

Rule 2: Remember: Users know best

User testing and evaluation should ideally be conducted throughout the web app development
process and include a diverse range of potential users. User testing is important because it allows
the web development team (including researchers, like us) to iterate on the web app design and
ensure it meets user expectations by the time web development is complete. There are
commercially available services and companies dedicated to conducting user tests; however, if
budget constraints prevent you from using these services, you can conduct your own user testing
with a little guidance (e.g., [9]). In general, there are three main types of user testing: (1)
formative evaluations, which are performed during iterative design to find web app usability

issues to be fixed during the next iteration; (2) field studies, which find problems in web app use
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contexts and collect qualitative observations; and (3) controlled experiments, which test
hypotheses and collect quantitative observations about web app use [9,11]. User testing can be
done remotely and in-person. In general, user testing requires finding actual users, selecting tasks
for evaluation, providing users with a prototype web app for use, deciding what data to collect,
choosing an evaluation method, and collecting data. There are many types of evaluation
methods, each with their own purpose, pros, and cons. A full survey of evaluation methods is

outside the scope of this paper, but a few common methods are listed below for consideration.

Surveys are one of the most common user testing methods and can provide valuable information
about your users, how they think, and what they want from the web app. Surveys are most useful
when collecting data from a large number of people; however, one drawback of surveys is that
they provide broad and shallow feedback. When more in-depth information is needed, methods
such as case studies, interviews, and focus groups with smaller groups of people are more
appropriate. Paper prototyping is a low-stakes method to test web apps early on where users can
move around pieces of paper, each depicting rough drawings of different views of a web app, to
explore how they would perform various web app tasks [12]. Case studies take an in-depth look
at a specific instance within a real-world context and usually collect qualitative data that help
explain user behavior (chapter 7 of [11]). Direct discussions with individual users (interviews)
and groups (focus groups) of users can also provide useful data and perspectives that shallow
surveys might miss. User testing discussions can be structured using a rigid script to present
questions in a well-defined and consistent manner. Discussions can also be semi-structured or
unstructured to allow room for more exploration in discussions (chapter 8 of [11]). Finally, when

more final prototypes are available, a variety of testing apps and services exist online for use at a
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range of price points. A few examples include User Testing (https://www.usertesting.com/) or

UsabilityHub (https://usabilityhub.com/).

We (Saia and Nelson) knew very little about user testing when developing ShellCast. Despite our
limited knowledge, we understood that feedback was important and implemented two user
testing periods using surveys administered via Google forms. The goal of these surveys was to
learn about potential issues that users might encounter when interacting with an initial version
(user test #1, Text S3) and improved version (user test #2, Text S4) of ShellCast. While
participants in these tests were not actual users of the web application (i.e., shellfish growers),
they were colleagues in our field who have connections with actual users. We are in the process
of rolling out ShellCast to actual users and conducting additional user testing through surveys
and focus group discussions. Our focus group discussions will be led by a professional
facilitator. We chose not to involve actual users in the very early stages of ShellCast’s
development out of respect for their time and to build trust; we wanted to make sure the basic
functionality was established and ShellCast was safe, from a privacy standpoint, to use. Plus, our
potential user base is relatively small (i.e., ~350 active shellfish leases in NC as of 2020, [13]),
so we do not have a large pool of testers to recruit from. The two ShellCast user testing surveys
we distributed early in the app development process proved very helpful in uncovering issues
associated with signing up for an account, getting text notifications, and deciding which and how

much information to convey to web app users.
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Rule 3: Make it accessible

To ensure web apps can be used by all, it is important that researchers adhere to accessibility
guidelines. Here, we consider accessibility not as a measure of openness as described by
Findable, Accessible, Interoperable and Reusable (FAIR) [14,15] research output guidelines, but
rather as a measure of a web app’s utility to people of diverse abilities. Website accessibility is
important because it helps ensure a broad group of people will be able to use your app and also
because there are laws mandating that your applications and websites are accessible. Being based
in the United States (US), we focus on US laws and standards in this Ten Simple Rules paper.
US-specific accessibility laws that impact researchers developing web apps include: Title 2 [16]
and Title 3 [17] of the Americans with Disabilities Act, associated web accessibility standards
such as Section 504 through the United States Department of Education Office of Civil Rights
[18], and Revised Section 508 and 255 Guidelines of the Rehabilitation Act [19]. For researchers
in the US, these legal standards are enforced by the US Department of Education’s Office of
Civil Rights. These standards incorporate Web Content Accessibility Guidelines [20] developed
by the international World Wide Web Consortium Web Accessibility Initiative. If these laws and
standards are not met, accessibility conformance can be enforced by informal complaints made
directly to the web developer or formal complaints made through the Office of Civil Rights or

through lawsuit to the university.

You should plan for accessibility as early as possible in the web app development process. This
includes taking time early on to ensure your web app is designed so it can be accessed by
assistive technologies such as dictation software, screen readers, refreshable Braille displays, and
many others. For example, information provided in a map can also be made available in a table

format (Figure 1b zoomed inset), the latter of which is more accessible to screen readers. You

10
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can also practice accessibility when developing surveys and feedback forms [21], captioning web
app-related videos, and including alt-text along with all images. A/t-text is text that describes an
image (non-textual) and is assigned as an image attribute in the frontend HTML tag for the
image (e.g., <img src="picture.png" alt="A picture">;inthe web app backend
language [22]. Assistive technologies like screen readers rely on the image attribute to
communicate meaning to their users. Some of the most common web accessibility issues (e.g.,
low color contrast, unlabeled form fields, no alt-text or video captions) are fairly easy for web

developers to fix [23].

Digital accessibility standards are fairly new and can be confusing, especially if you have little or
no experience navigating them. Therefore, second to planning ahead, researchers can ask web
accessibility coordinators for help reviewing and addressing potential web app accessibility
issues (see Rule 7). The organizational structure of web accessibility coordinators at each
institution is unique; however, these staff are often based in a researcher’s office of information
technology, office of diversity and inclusion, office of disability resources, office of
communications, or office of digital accessibility. Last but not least, web app developers can use
web accessibility evaluation tools to scan their web app for accessibility issues and implement
solutions to these issues via updates to frontend design and backend scripts. Two example web
accessibility evaluation tools include the pope.tech platform (https://pope.tech/) and the ANDI
bookmarklet (https://github.com/SSAgov/ANDI). For example, during the development of
ShellCast, we scanned the application with pope.tech and discovered the contrast of our colors
needed to be increased, which we likely would have never realized had we not used the

pope.tech tool.

11
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Rule 4: Protect your users

Researchers developing web apps have a responsibility to (1) protect information that users share
and (2) be transparent about how data collected through the web app will be used. If based in the
European Union, you must adhere to strict data privacy laws laid out in the European Union’s
General Data Protection Regulation (GDPR, [24,25]). However, we recommend non-European-
based researchers (like us) do their best to meet GDPR requirements because they protect the
user and ensure the web app is globally inclusive. Depending on the scope of your web app,
researchers in the United States may look to notable privacy protection laws including: Health
Insurance Portability and Accountability Act, Family Educational Rights and Privacy Act,
Children Online Privacy Protection Act, and California Consumer Privacy Act. Web app security
and privacy is especially important if users sign up, log in, and receive a service because
information collected during this process may include personal identifiers like email addresses,
phone numbers, mailing addresses, and other personal information. In our case, users can log
into ShellCast, set up a profile, add map pins, and select text message and/or email notification

preferences.

To put security and privacy protections into practice, the easiest approach is to leverage third-
party integrations including sign up/sign in using Gmail, Facebook, Microsoft, Twitter, etc.
because these services will manage passwords for you. Additionally, you can use cloud-based
web services to offload typical security maintenance; therefore, ensuring your web app is
deployed with the latest web security updates. In our case, our institution has access to Gmail

and Google Cloud Platform, so ShellCast is built with these services. It is also important to have

12
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a Secure Sockets Layer to encrypt user inputs and keep them safe from hackers. Additionally,
you can include a privacy policy on your website that includes details on how information will
be protected and used by the researchers. Privacy statement starter templates can be found online
(e.g., [26]). As an example, you can view the ShellCast Privacy policy (Text S5). While it may
take some planning ahead, you may also consider giving users the ability to delete their account
and download their data; this is included in the GDPR discussed above. Last, if you expect to
publish user feedback in peer-reviewed publications, you must get Institutional Review Board

approval from your institution before doing so.

Rule 5: Hire a web developer

Researchers interested in creating web apps can contract out for web development. Doing so will
improve web app functionality and professional appearance since the firm will put together a
team of specialists to work on your web app. Typically, this team will include: a project
manager, backend developer, frontend developer, and possibly a graphic designer and
documentation writer. If you are interested in contracting a web development firm, your first step
will be to develop a request for proposals (RFP) that will then be posted and advertised by your
institution. Web development firms will then submit any follow up or clarifying questions, which
you will need to answer so your institution can post your responses along with the public RFP.
After reading your responses, web development firms will then submit proposals (including their
budget) to your institution for your consideration. You will then choose which firm to contract
with based on these proposals. Importantly, take time to think through web app tasks before
writing and publishing the RFP. The RFP must be extremely precise and specific; it should

outline all expectations for the web app, including its appearance and functionality (see Rule 1).

13
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If functions or features of the web app need to be adjusted at a later point, a contract
renegotiation may be necessary. Consequently, web app expenses and development time are
likely to mount if changes are needed. From our experience, if you are inexperienced in web app
development, you may struggle to prepare an accurate and fully specified RFP, which can create
a risky situation since you may go into contract for work that is not reflective of what you seek to
accomplish. In addition to the challenges that come with preparing a precise RFP, budgets
associated with web development firm projects can be large, particularly since they work in

teams of specialists.

We originally planned to contract with a web development firm for ShellCast, posted an RFP
through our institution’s advertising portal, and received several requests from potential web
development firms asking for additional web app details. We reached out to experts in our
institution’s Office of Information Technologies for help answering these questions, and with
their support, we revised the RFP. See the supplemental material for the early (Text S1) and final
(Text S2) versions of our RFP. Despite only having budgeted $20,000 USD for all web app-
related expenses, we received proposed project budgets ranging from $60,000 to $180,000 USD.
The more specificity you provide in the RFP, the smaller the proposed project budget ranges will
be. Confronted with these outsized proposed budgets relative to our available funds, we explored
alternatives. It is possible that a professional freelance full-stack developer may have been able
to create our application at budget-friendly rates, but we struggled to connect with freelancers
through our institution’s traditional advertising portals. After going through this process, we
learned that we could ask our institution to post the RFP on our local small business association

listserv, small business and technology development center listserv (e.g.,

14
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https://sbtdc.org/offices/ncsu/), and on popular freelance job websites such as Fiverr
(https://www.fiverr.com/) or Upwork (https://www.upwork.com/), among others. The second
alternative we identified was to hire a computer science student, which is the option we

ultimately went with for ShellCast.

Although still in training, many undergraduate and graduate computer science students have the
skills needed to develop web apps—plus, they are eager to gain practical experience. We were
able to hire the student (Parham) on an hourly basis, which provided flexibility as we ventured
into new territory and identified additional features and functions during the development
process that we had not originally considered (because we are novice web developers). Had we
contracted with a web development firm, we likely would have been limited in our ability to
incorporate these new ideas generated by the web app development process into ShellCast
without contract renegotiation. By hiring a student, we also avoided many of the administrative
tasks and overhead costs associated with hiring an external freelance web developer or web
development firm. Most importantly, we found that student applicants to the ShellCast team
were eager to try out new tools that would best serve the project (instead of using tools they felt
most comfortable with) and work with us despite our lesser experience. However, hiring a
student to develop your app can come with sustainability challenges (see Rule 10). Therefore, we
argue there is a need for institutions and research sponsors to provide more resources that

support expert software development.

15
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325  Rule 6: Expect expenses

326  To the unseasoned web application developer, the costs associated with maintaining an

327  application can be surprising (e.g., see our web app budget underestimation story in Rule 5). At a
328  minimum, plan to budget for a web developer, web hosting fees, Secure Sockets Layer certificate
329  for web app encryption, domain name costs, and cloud computing services. Setting aside a “rainy
330 day” or “emergency” fund is also wise, as unexpected issues can arise that may derail the

331  development or use of your app.

332

333 Web hosting refers to a suite of services needed to make a webpage available to users. When a
334  webpage is constructed, it is stored or “hosted” on an internet server (Figure 1c). For example,
335  ShellCast uses Google Cloud Platform to accomplish storage and hosting. Users accessing a web
336  app enter the web address (i.e., URL) in their web browser (Figure 1b) and the web browser

337  connects to the internet service (e.g., Google Cloud Platform) hosting the web app. You can

338  think of web hosting fees as rent paid for the space your web app occupies on an internet server.
339  Similar to rent, web hosting fees are paid over periods (i.e., annually, monthly), and depend on
340  whether the web app is static or dynamic, how much storage space you need (e.g., 10 GB), the
341  number of people you expect to use the web app at the same time (i.e., network traffic), and in
342 the case of dynamic web apps, the additional computing resources required. Many web hosting
343  providers also offer domain name purchasing (e.g., GoDaddy, Dream Host, Google Domains).
344  Domain names can be purchased from a domain registrar (e.g., GoDaddy, Dream Host, Google
345  Domains) on a recurring basis. Notably, many institutions, such as universities, provide internal
346  web hosting and domain name services at low rates, so be sure to check with experts at your

347  institution before spending your hard-earned grant money.

348
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To create a static webpage, only web hosting and domain name purchasing is needed. However,
some web apps may require cloud computing (Figure 1¢), which refers to the storing and
processing of information and data over the internet. Common cloud computing providers
include Google Cloud Platform, Amazon Web Services, Microsoft Azure Cloud. Additionally, if
you plan to send emails or text messages as one of the functions of your application, expect to
pay for each and every message sent using third-party integrations for emails (e.g., Mailchimp,
SendGrid, MailGun) and Short Message Service (SMS) texts (e.g., Twilio, Nexmo). Although
the rates per message can be very low, these costs grow quickly as you scale up your web app.

For ShellCast, we used Amazon Web Services Simple Email Service.

Lastly, we recommend you consider including funds to support user testing (see Rule 2), such as
for contracted services or reimbursement for the testers’ time. For ShellCast, we budgeted for a
professional facilitator to lead focus group discussions with shellfish growers who pilot the use
of our web app, but we would have also benefited from having budgeted for participant support

costs and professional user testing services.

Rule 7: Leverage institutional expertise

When starting on your web development journey, look to professionals at your institution for
feedback and support; these staff may share helpful resources and be great sounding boards
throughout web app development. These professionals include information technology staff,
library staff, computer scientists, user-experience/user-design staff, graphic designers, web

accessibility staff (see Rule 3), and many more. You may also benefit from including students
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from computer science or other related fields on your team (see Rule 5). These students are often

looking for hands-on experience as they work toward the completion of their degree.

We found several professionals in the information technologies office, library, and
communications office that supported our work on ShellCast. Specifically, our university has
designated outreach technologies staff within the information technology office; these staff
regularly meet with researchers and give them feedback on resources, tools, and services that are
available to support university-related web app development. In a series of meetings with (the
very patient) outreach technologies staff, we were introduced to mockups (see Rule 1), university
supported web app structures (see the Introduction, Figures 1c-¢), database structures, web
accessibility standards (see Rule 3), user privacy protection (see Rule 4), skills needed by the
web developer to bring our app to fruition, user testing (see Rule 2), and much more. In addition
to getting feedback from outreach technologies staff, we also contacted library staff to review the
ShellCast web app documentation (see Rule 10). This was especially helpful because the
university has staff (Vandegrift) who specialize in documentation, licensing, and sustainability of
open source software. Our funders required ShellCast to be open source, although we intended to
pursue open source standards all along. Additionally, we leveraged the expertise of a graphic
designer in the communications office to help us develop the ShellCast mark as well as an
infographic. These graphics enhanced the appearance of ShellCast and helped us explain how
ShellCast works to members of the general public. In the end, working with a computer science

student and in-house graphic designer kept us well within our budget.
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Rule 8: Track your progress with existing collaboration tools

There are a number of existing resources and tools to help researchers and web developers keep
track of their work, plan out project milestones, and pursue open science. Reproducible and open
work is often highly recommended by professional societies (e.g., [27]) and a requirement of
federal funding; therefore, it’s important that researchers are aware of the expectations of their
sponsors (e.g., [28]). Open and reproducible work may also be required by publishers (e.g.,
American Geophysical Union journals [29], Public Library of Science (PLOS) journals [30]),
should researchers wish to eventually publish a paper on their web app. To keep track of changes
to web app code while working with others, you can use version control software [31-33]. You
can also use Kanban project management tools [34] such as those provided through platforms
like GitHub projects (https://github.com/features/project-management/), Trello
(https://trello.com/), Teamwork (https://www.teamwork.com/), Jira
(https://www.atlassian.com/software/jira), and many others. Project management tools can help
the web app team chart project milestones, create and assign tasks, and keep track of emerging

issues (Figure S2).

While building the ShellCast web app, we used both Git and GitHub to collaborate on and keep
track of code (Figure S2). We created a GitHub project within the ShellCast web app repository
and used this to track each team member’s progress on different tasks (also referred to as
“issues” in the GitHub platform) as they moved from the “To Do” pile, to the “In Progress” pile,
to the “Done” pile. We could comment on tasks in GitHub, which was helpful when referring
back to past conversations and justifications for decisions even after tasks were completed. We
could also use the issues to take notes and save helpful resources that we did not want to lose or

could be important for new team members joining in the future.
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Rule 9: Estimate task times, then double them

We recommend generously estimating the time needed to develop a web application, especially
if you are new to application development. Keep in mind that even small changes to a web app
can lead to reconfigurations of database structures and backend web application logic, often
resulting in seemingly minor changes requiring a considerable amount of time to complete.
Researchers should not be surprised if tasks will change or be carried out differently after user
testing. Make sure you budget conservatively for time needed to revise the application after
receiving feedback from user testing (see Rule 2) and to document the web app (see Rule 10).
Furthermore, we acknowledge that estimating task times can be very difficult because they
depend on a number of things including: (1) the number of developers working on the web app,
(2) the experience the developers have working with the technologies that your web app needs,
(3) the size and complexity of the web app, (4) the specificity of the web app functionality (i.e.,
whether or not you know exactly what the web app will do, how it will look, and how it will
behave), (5) project organization and efficiency, and many other uncertainties which are tough to

all list here.

In our experience, initial development of ShellCast took our web developer (Parham)
approximately 275 hours, with revisions following two rounds of user testing amounted to 75
hours. This time does not include time spent by our second web developer (Saia) to develop the
ShellCast algorithm and get up to speed on connecting to and updating the ShellCast database.
To provide some more context, ShellCast is a small web app that has fairly simple functionality

and had two developers. One developer (Parham) worked on the web app, database,
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notifications, hosting, and documentation while the other developer (Saia) worked on the
forecast calculations, database, and documentation. Additionally, ShellCast requirements were
specific and clearly set in the beginning of the project; however, we had to make some
significant changes along the way after having more in-depth conversations with collaborators;

these changes were separate from those we made based on user testing feedback.

Rule 10: Make it last: Plan for the long haul

Maintenance is a core tenet of effective web app management. Without proper maintenance and
support (i.e., funding), the impact of your web app will be cut short. Web apps are commonly
included in grants as a mechanism for disseminating research findings to stakeholders, yet, in our
experience, proposals rarely include plans on how a proposed web app will exist beyond the
duration of the one- to three-year grant. Plus, the web app development phase may occur towards
the end of a project period, which leaves little time for the web app to be discovered and used.
Therefore, to ensure utility and longevity of your web app, determine who will be designated as
the web app maintainer(s) [32,35]. Additionally, we recommend budgeting time (and funds) to
documenting your web app as well as incorporating documentation and project sustaining best
practices (e.g., [36—38]). If your code relies on established R packages, Python libraries, or other
software with particular version numbers, consider using tools like Docker (e.g., [39]) or Conda
(e.g., https://docs.conda.io/en/latest/) to manage web app dependencies—the software and code
versions that your web app depends on to run—and make it easier for others to replicate your
web app. For ShellCast, we explicitly included documentation of typical developer tasks in a
DEVELOPER.md markdown file and included several other markdown files to document other

important web app-related setup steps and tasks. If researchers are interested in learning more
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about doing open and reproducible science, there are many resources available (e.g., [40,41]),

several of which are in the Ten Simple Rules collection [15,31,42,7,43,35,44-46].

It may also help to make a plan and initiate involvement of the user community (see Rule 2),
including researchers in related fields who are interested in maintaining the web app into the
future. This group of interested users is often referred to as a maintainer community. Look to
collaboration guidelines such as those proposed by Mozilla Open Leaders Open Project for
maintainer community best practices [47] or the Sustain online discussion board for open source
projects (https://discourse.sustainoss.org/). Last but not least, we reiterate the importance of
leveraging technology services offered through your university (e.g., domain names, see Rule 7),

to limit issues that could arise if your maintenance funds are or will become limited.

In many cases, app discoverability and longevity are linked and can be improved by using
established cyberinfrastructure and building upon existing web apps. Dr. Julia Stewart Lowndes,
Director of Openscapes (https://openscapes.org), encourages researchers interested in open and
reproducible science (including software and web app development) to ask themselves: “[Am] I
being as open as I can be, am I being as inclusive as I can be, and will I be able to maintain what
I’m starting?” [32,48]. Before beginning web app development, scan the web app landscape to
see if there are similar open source projects that could be adapted, rather than building a web app
from scratch. Your subject specialist librarian are a great resource for starting this scan (see Rule
7) and can also help you navigate evolving practices in software citation (e.g., [49]), data
publishing (e.g., [50]), and other emerging topics that are web app-related. Research

infrastructure—the services, protocols, standards, and software that the academic ecosystem
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needs to perform its functions—is constantly modernizing and standardizing. Thus, there are
opportunities to build sustainable products (i.e., your web app) that are also interoperable across

the landscape.

Since routine web app operation requires a domain name, web hosting, and cloud computing
services, funds are needed for long-term support (see Rule 6). Researchers interested in
developing web apps should acknowledge the need for continued support in proposals and
outline potential funding sources that they can pursue to support web app longevity.
Acknowledging that web apps require regular maintenance and enduring financial support
demonstrates understanding of the realistic resources it takes for a web app to come to fruition;
thus, increasing the researcher’s credibility. Applying for alternate funding opportunities like

Fund Open Source Software (https://fundoss.org/) can stretch the longevity of your web app.

Conclusions

Web apps serve as powerful tools to extend research findings to members of the public, but their
development is not easy. Successfully creating web apps for educational and outreach purposes
requires careful and thoughtful planning to ensure the web apps are relevant to end users,
accessible to all, and long-lasting. Here, we outline Ten Simple Rules for researchers to consider
as they venture out on their own web app development journeys, with several of these rules
serving as “lessons learned” from our own personal experiences developing the web app,
ShellCast. In summary, a good thought to keep in mind is: “Build for usability, budget in

flexibility, and begin maintenance plans from the start.”
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Text S1. First version of our request for proposals (RFP) contract “Scope of Work™ section.

1. Scope of Work

The backend of the web application shall be created with Python (e.g. Django). The Contractor
shall propose a framework or approach for the front-end of the application, as well as the SMS
alert service. The proposal shall detail how testing is integrated in the development process, as
well as how blocking bugs are identified and addressed early.

1.1 Features of the web application backend

e Pulls the NDFD Probability of Precipitation (PoP) and Quantitative Precipitation Forecast
(QPF) products twice daily using the National Weather Service API; in the event that the
National Weather Service API is down, the application shall post a notification on the
web application interface.

e (alculates the probability of closure for each growing area in North Carolina (equations
and values to be provided by the University).

e [fthe probability of closure exceeds a certain threshold, the application sends a SMS
message and/or email to users based on their subscription preferences.

e Usage tracking (e.g. number of SMS messages sent, number of subscribers).

1.2 Features of the web application frontend (webpage)

e Description and history of web application.

e User registration: users submit contact information, shellfish growing areas, and
notification preferences.

e User opt-out: users can unsubscribe from notifications.

e Map showing all shellfish growing areas in NC as well as closure probabilities. The
university will supply the underlying files to create the map. The awarded contractor will
create the map displayed on the application’s frontend.

1.3 Open source requirements

The Python code used to create the web application must be open source. The web application
will have either a GNU General Public License or Creative Commons Attribution 3.0 Unported
(“’CC-BY”) License. The Contractor must comply with all U.S. Federal Open Data policies (see
https://project-open-data.cio.gov/ for more details).

1.4 Timeline

Project starts: April 1, 2020

Fully functional application is developed and summary report due: June 30, 2020

Users test application: August 1, 2020 — September 30, 2021

Contractor receives requests for changes from the University: October 15, 2021
Contractor finalizes web application and submits final documentation: January 15, 2022
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1.5 Progress Reporting

Awarded contractor will provide monthly progress reports via e-mail and video conferencing
with the university team responsible for this project. The university will set up the conference
calls monthly. Note any research data associated with this project must remain within the
contiguous United States of America.
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Text S2. Final version of our request for proposals (RFP) contract “Scope of Work™ section.

1. Scope of Work

The backend of the web application shall be created using a Linux, Apache, MySQL, PHP
environment or an alternative open source framework that is compatible with goals outlined in
Section 1.1 as well as the University's web hosting service. The Contractor shall propose an
open-source framework for the frontend of the web application that is consistent with the goals
outlined in Section 1.2. All code shall be committed to a GitHub repository created by the
University. The Contractor shall use MailChimp as the SMS and email gateway. The University
shall host and backup the web application (specifications outlined at https://oit.ncsu.edu/campus-
it/web-services/). Costs associated with hosting and SMS/email alert notifications will be directly
managed by the University and should not be included in the proposal budget. The proposal shall
detail how testing is integrated in the development process, as well as how blocking bugs are
identified and addressed early. The Contractor is expected to address web application bugs and
updates from the project start date until January 15, 2022; the proposal should include an
estimated cost to the University for any maintenance required over the duration of the project.

Draft wireframes of front-end pages are provided below. These wireframes are intended to
communicate overall page structure, but the appearance shall adhere to the policies and standards
outlined in Section 1.2 below. The awarded Contractor is encouraged to suggest aesthetic
improvements to the overall design.

(We inserted wireframes here: see Figure S1.)

1.1 Features of the web application backend

e The University will write R and Python scripts to pull Probability of Precipitation (PoP)
and Quantitative Precipitation Forecast (QPF) products from the National Weather
Service (NWS) API (https://graphical.weather.gov/xml/rest.php), do calculations, and
export results to the shellfish growing area closure probabilities table (see below). The
tables will be used to update the web application frontend.

e R and Python scripts shall be scheduled to run every 12 hours for each shellfish growing
area in North Carolina. If the NWS API is down, the web application shall display the
most recent closure probabilities information along with the status of the NWS API
server.

e [fthe maximum probability of closure in a 3-day window exceeds a certain threshold, the
application shall send a plain text SMS and/or email alert notification to users based on
their subscription preferences. When users subscribe to SMS notifications for multiple
shellfish growing areas that are under alert, they shall receive one notification per
shellfish growing area. For users who subscribe to email alert notifications for multiple
shellfish growing areas that are under alert, they shall receive one consolidated email
notification that includes all shellfish growing areas they subscribe to. SMS messages are
expected to be approximately 50-75 characters long, e.g. “70% of closure in SGA Al
within next 3 days”. SMS and email messages are expected to be sent in a timely manner.
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The web application database shall consist of the following tables and columns at a
minimum:

o Table: Subscriber contact information. Columns: Unique subscriber ID number,
first name, last name, phone number, email address, date-time subscribed for
SMS, date-time subscribed for emails, date-time unsubscribed to SMS, date-time
unsubscribed to emails.

o Table: User subscription preferences. Columns: Unique subscriber ID number,
user first and last name, shellfish growing area, SMS (yes/no), email (yes/no).
Records will repeat for each shellfish growing area a user subscribes to.

o Table: Shellfish growing area closure probabilities. Columns: shellfish growing
area, date-time, 3-day probability, 2-day probability, 1-day probability, color
classification maximum probability in 3-day window, color classification for 3-
day probability, color classification for 2-day probability, color classification for
1-day probability. This table shall log all calculated probabilities in individual
rows; existing rows shall not be overwritten.

o Table: Alert logging. Columns: Unique subscriber ID, date-time, alert type,
shellfish growing area, third party SMS/email gateway confirmation, alert
message plain text.

o Table: Shellfish growing areas. Columns: Shellfish growing area, shellfish
growing area status (approved, conditionally approved, prohibited), rainfall
threshold, shellfish growing area shapefile path. Information populated in this
table will be provided by the University and shall be readily editable by the
University.

o Table: Disclaimers. Columns: Disclaimer text, corresponding page on frontend.
Disclaimer text will be provided by the University and shall be readily editable by
the University.

1.2 Features of the web application frontend (web application)
The frontend shall be created with a technology that operates in a Linux Apache MySQL PHP
environment.

Main Landing Page: Includes header with the web application name and logo, which will
be provided by the University; buttons for “Sign Up”, “Sign In”, and “About” pages;
disclaimer text, which is pulled from the disclaimer table in the database; text showing
the date and time when the probabilities and frontend were last updated; text explaining
that those interested in receiving alert notifications should sign up. Below the header, a
map overlaid on a widget or basemap occupies the majority of the page. The map shows
all shellfish growing areas in North Carolina, and the shellfish growing area polygons are
colored based on up-to-date closure probabilities. If a user selects a growing area, the
name and closure probabilities (1-day, 2-day, 3-day) are shown. Users can toggle
between 3-day, 2-day, and 1-day closure probability maps, with the max of the 1-, 2-, and
3-day probabilities set as the default (described as “closure probability within next 3
days”). Users can zoom in and out of the map. The University will supply all shellfish
growing area spatial boundaries in one shapefile (.shp), as well as the metadata needed to
create the map overlay. Closure probabilities shall be calculated on the backend and
updated twice daily. Below the map, images and text are included to acknowledge
organizations affiliated with the web application; the text and images will be provided by
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the University and shall be editable. There is also a “Table View” button at the bottom of
the page to view the Main Landing Page data as a sortable table.

e About: Description and history of the web application. Includes text and images, all of
which will be provided by the University. The text and images shall be editable by the
University. A “Back to Main Landing Page” button at the bottom of this page will return
the user to the non-table view of the Main Landing Page.

e Sign Up: Users register using third-party social media accounts (Google and Facebook
are required at a minimum). The Sign Up page pulls disclaimer text from the disclaimer
table in the database. More details described in 3.2.5 below.

e Sign In: Users log in using a third-party social media account (Google and Facebook are
required at a minimum) and can view their current account profile. The Sign In page pulls
disclaimer text from the disclaimer table in the database. More details described in 3.2.5
below.

e User subscription preferences after Sign Up and Sign In: Once they sign up or sign in,
users can view and/or make changes to their preferences. First name, last name, and
email address are pulled from the third-party social media account and are not editable by
the user. Phone number, alert notification preference (i.e., SMS and/or email), and
shellfish growing areas shall be editable by the user. Users must enter a phone number to
check that they want to receive SMS alert notifications and can choose to subscribe to
multiple shellfish growing areas. A “Back to Main Landing Page” button at the bottom of
this page will return the user to the non-table view of the Main Landing Page. The user
subscription preferences page pulls disclaimer text from the disclaimer table in the
database.

e Main Landing Page in Table View: Information presented on the main landing page
(shellfish growing areas, probabilities of closure) shall be in a sortable table for easy
viewing with screen readers and those who want to view the data in this format. Data to
populate the table will come from the shellfish growing area closure probabilities table. A
“Back to Main Landing Page” button at the bottom of this page will return the user to the
non-table view of the Main Landing Page.

e Additional features: The web application shall meet the Revised Section 508 standards
(https://www.access-board.gov/guidelines-and-standards/communications-and-it/about-
the-ict-refresh/final-rule/text-of-the-standards-and-guidelines) incorporating the Web
Content Accessibility Guidelines (WCAG) 2.0 A and AA. If possible, a current
Voluntary Product Accessibility Template (VPAT) 2.0 or later detailing how this product
will meet the aforementioned accessibility standards shall be provided. The web
application shall meet the University’s branding requirements (https://brand.ncsu.edu/).
The web application shall utilize responsive design and be readily viewable on a mobile
device. Each page of the web application shall incorporate Firebase analytics.

1.3 Open source requirements

All code used to create the web application shall be open source. The web application shall have
either a GNU General Public License or Creative Commons Attribution 3.0 Unported (“’CC-
BY”) License. The Contractor shall comply with all U.S. Federal Open Data policies (see
https://project-open-data.cio.gov/ for more details).
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1.4 Timeline

Project starts: April 1, 2020

Fully functional application is developed and summary report due: June 30, 2020

Users test application: August 1, 2020 — September 30, 2021

Contractor receives requests for changes from the University: October 15, 2021
Contractor finalizes web application and submits final documentation: January 15, 2022

1.5 Progress Reporting

Awarded Contractor will provide monthly progress reports via e-mail and video conferencing
with the University team responsible for this project. The University will set up the conference
calls monthly.

1. 6 Data and web application ownership

Note any research data associated with this project shall remain within the contiguous United
States of America. Ownership of all code, design, and databases shall be relinquished to the
University.
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Text S3. “Phase 0” ShellCast user testing survey questions. Pre-test questions were administered

before testing started and post-test questions were administered a week later, when web app

testing was finished.

Pre-Test Questions

1.

2.
3.

10.

11

16.

17.

What browser did you use to view ShellCast? (multiple choice: Firefox, Safari, Chrome,
Internet Explorer, other - fill in)

Where did you view ShellCast? (multiple choice: phone, tablet, computer, other - fill in)

To the best of your ability, please describe the purpose of ShellCast from memory. We ask
that you write this response without returning to the About page because we’re interested in
learning which parts of the description stood out to you. (long answer)

To the best of your ability, please describe the information shown on the main landing page
map from memory. We ask that you write this response without returning to the main landing
page as we’re interested in learning if the content on the map was memorable. (long answer)
At any point while reviewing the main landing page did you feel confused? (multiple choice:
yes, no)

If you answered yes to question #5, please describe where and why you were confused? If
you have to look back at ShellCast, please do. (long answer)

. Did you interact with the map by clicking on growing areas? (multiple choice: yes, no, I’'m

not sure)

Did you interact with the map by clicking on 1-day, 2-day, and/or 3-day forecast options?
(multiple choice: yes, no, I’'m not sure)

At any point while reviewing the About page did you feel confused? (multiple choice: yes,
no)

If you answered yes to question #9, please describe where and why you were confused? If
you have to look back at ShellCast, please do. (long answer)

. Did you encounter any difficulties when creating an account? (multiple choice: yes, no)
12.
13.
14.
15.

If you answered yes to question #11, please explain. (long answer)

Did you encounter any difficulties when adding leases? (multiple choice: yes, no)

If you answered yes to question #13, please explain. (long answer)

Overall, what is your opinion of the ShellCast web application? (Was the user interface
simple, straightforward, and easy to use or complex, full of jargon and hard to understand?)
(long answer)

Please suggest two or more ways we can improve the ShellCast web application. (long
answer)

Please add any other comments or questions about the ShellCast web application. (Including
typos, confusing words/wording, something isn't working properly, and additional
functionality is needed.) (long answer)
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Post-Test Questions

1.

2.

= X ©

1.

12.

13.
14.

Did you choose to receive text message notifications for any of your leases? (multiple choice:
yes, no)

If you answered yes to question #1, how many text message notifications did you receive
over the course of the week? (short answer)

If you answered yes to question #1, what is your mobile phone service provider? (multiple
choice: AT&T, Verizon, Sprint, other - fill in)

Did you choose to receive email notifications for any of your leases? (multiple choice: yes,
no)

If you answered yes to question #4, how many email notifications did you receive over the
course of the week? (short answer)

Did you use the link provided in the notification to return to the ShellCast web application?
(multiple choice: yes, no, I’'m not sure)

Describe two things you did not like about ShellCast. (long answer)

Describe two things you liked about ShellCast. (long answer)

Describe two things you are still confused about after using ShellCast. (long answer)

. The term “1-day” was used in several places on the main page of ShellCast as well as in

ShellCast notifications. What did the “1-day” forecast mean to you? (multiple choice: 1-day
meant today, 1-day meant tomorrow, I’m not sure what 1-day meant, other - fill in)

The term “3-day” was used in several places on the main page of ShellCast as well as in
ShellCast notifications. What did the “3-day” forecast mean to you? (multiple choice: 3-day
meant a three-day period (cumulative), 3-day meant one day 3 days from now, I’m not sure
what 3-day meant, other - fill in)

Overall, what is your opinion of the ShellCast notifications? (Were the notifications simple,
straightforward, and easy to follow or complex, full of jargon and hard to understand?) (long
answer)

Please suggest two or more ways we can improve ShellCast notifications. (long answer)
Please add any other comments or questions about the ShellCast notifications. (Including
typos, confusing words/wording, something isn't working properly, and additional
functionality is needed.) (long answer)
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Text S4. “Phase 1”7 ShellCast user testing survey questions. Pre-test questions were administered

before testing started and post-test questions were administered a week later, when web app

testing was finished. Note: We included about half of the web app testers from “Phase 0 (Text

S3) in the “Phase 1” round; the remaining half of testers were seeing ShellCast for the first time.

Pre-Test Questions

1.

2.
3.

10.

1.
12.

13

18.

19.

What browser did you use to view ShellCast? (multiple choice: Firefox, Safari, Chrome,
Internet Explorer, other - fill in)

Where did you view ShellCast? (multiple choice: phone, tablet, computer, other - fill in)

To the best of your ability, please describe the purpose of ShellCast from memory. We ask
that you write this response without returning to the About page because we’re interested in
learning which parts of the description stood out to you. (long answer)

To the best of your ability, please describe the information shown on the main landing page
map from memory. We ask that you write this response without returning to the main landing
page as we’re interested in learning if the content on the map was memorable. (long answer)
At any point while reviewing the main landing page did you feel confused? (multiple choice:
yes, no)

If you answered yes to question #5, please describe where and why you were confused? If
you have to look back at ShellCast, please do. (long answer)

Did you interact with the map by clicking on growing areas? (multiple choice: yes, no, I'm
not sure)

Did you interact with the map by clicking on 1-day, 2-day, and/or 3-day forecast options?
(multiple choice: yes, no, I’'m not sure)

. At any point while reviewing the About page did you feel confused? (multiple choice: yes,

no)

If so, please describe where and why you were confused? If you have to look back at
ShellCast, please do. (long answer)

Did you watch the How ShellCast Works video? (multiple choice: yes, no)

If you answered yes to question #11, please describe if you found the video helpful or not
helpful and describe why. (long answer)

. Did you encounter any difficulties when creating an account? (multiple choice: yes, no)
14.
15.
16.
17.

If you answered yes to question #13, please explain. (long answer)

Did you encounter any difficulties when adding leases? (multiple choice: yes, no)

If you answered yes to question #15, please explain. (long answer)

Overall, what is your opinion of the ShellCast web application? (Was the user interface
simple, straightforward, and easy to use or complex, full of jargon and hard to understand?)
(long answer)

Please suggest two or more ways we can improve the ShellCast web application. (long
answer)

Please add any other comments or questions about the ShellCast web application. (Including
typos, confusing words/wording, something isn't working properly, and additional
functionality is needed.) (long answer)
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Post-Test Questions

1.

2.

= 0o

1.

12.

13

Did you choose to receive text message notifications for any of your leases? (multiple choice:
yes, no)

If you answered yes to question #1, how many text message notifications did you receive
over the course of the week? (short answer)

If you answered yes to question #1, what is your mobile phone service provider? (multiple
choice: AT&T, Verizon, Sprint, other - fill in)

Did you choose to receive email notifications for any of your leases? (multiple choice: yes,
no)

If you answered yes to question #4, how many email notifications did you receive over the
course of the week? (short answer)

Did you use the link provided in the notification to return to the ShellCast web application?
(multiple choice: yes, no, I’'m not sure)

Describe two things you did not like about ShellCast. (long answer)

Describe two things you liked about ShellCast. (long answer)

Describe two things you are still confused about after using ShellCast. (long answer)

. The term “tomorrow” was used in several places on the main page of ShellCast as well as in

ShellCast notifications. What did the “tomorrow” forecast mean to you? (multiple choice: the
forecast for just tomorrow, the forecast for today and tomorrow combined, I’m not sure what
“tomorrow”” meant, other - fill in)

The term “in 2 days” was used in several places on the main page of ShellCast as well as in
ShellCast notifications. What did the “in 2 days” forecast mean to you? (multiple choice: the
forecast from today, tomorrow, and the next day combined; the forecast on a day that is 2
days from now; I’m not sure what “in 2 days” meant, other - fill in)

Overall, what is your opinion of the ShellCast notifications? (Were the notifications simple,
straightforward, and easy to follow or complex, full of jargon and hard to understand?) (long
answer)

. Please suggest two or more ways we can improve ShellCast notifications. (long answer)
14.

Please add any other comments or questions about the ShellCast notifications. (Including
typos, confusing words/wording, something isn't working properly, and additional
functionality is needed.) (long answer)
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Text S5. ShellCast privacy policy.

Introduction

Last updated December 5, 2020

ShellCast (“we” or “us” or “our”) respects the privacy of our users (“user” or “you’). This Privacy Policy
explains how we collect, use, disclose, and safeguard your information when you visit our website
https://go.ncsu.edu/shellcast, including any other media form, media channel, mobile website, or mobile
application related or connected thereto (collectively, the “Site”). Please read this privacy policy
carefully. If you do not agree with the terms of this privacy policy, please do not access the site.

We reserve the right to make changes to this Privacy Policy at any time and for any reason. We will alert
you about any changes by updating the “Last Updated” date of this Privacy Policy. Any changes or
modifications will be effective immediately upon posting the updated Privacy Policy on the Site, and you
waive the right to receive specific notice of each such change or modification.

You are encouraged to periodically review this Privacy Policy to stay informed of updates. You will be
deemed to have been made aware of, will be subject to, and will be deemed to have accepted the changes
in any revised Privacy Policy by your continued use of the Site after the date such revised Privacy Policy
is posted.

Collection of Your Information

We may collect information about you in a variety of ways. The information we may collect on the Site
includes:

Personal Data

Personally identifiable information, such as your email address, telephone number, and mobile phone
service provider, that you voluntarily give to us when you register with the Site. You are under no
obligation to provide us with personal information of any kind, however your refusal to do so may
prevent you from using certain features of the Site.

Google Permissions

If you choose to register with the Site through Google, then we will record the email address associated
with your Google account.

Facebook Permissions

If you choose to register with the Site through Facebook, then we will record the email address associated
with your Facebook account.
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Use of Your Information

Having accurate information about you permits us to provide you with a smooth, efficient, and
customized experience. Specifically, we may use information collected about you via the Site to:
e Assist law enforcement and respond to subpoena.
e Compile anonymous, aggregate statistical data and analysis for use internally or publicly.
e Create and manage your account.
e Email you regarding your account.
e Monitor and analyze usage and trends to improve your experience with the Site.
e Notify you of updates to the Site.
e Request feedback and contact you about your use of the Site.
e Send you notifications.

Disclosure of Your Information

We may share information we have collected about you in certain situations. Your information may be
disclosed as follows:

By Law or to Protect Rights

If we believe the release of information about you is necessary to respond to legal process, to investigate
or remedy potential violations of our policies, or to protect the rights, property, and safety of others, we
may share your information as permitted or required by any applicable law, rule, or regulation. This
includes exchanging information with other entities for fraud protection and credit risk reduction.

Third-Party Service Providers

We may share your information with third parties that perform services for us or on our behalf, including
email delivery and hosting services.

Third-Party Websites

The Site may contain links to third-party websites and applications of interest that are not affiliated with
us. Once you have used these links to leave the Site, any information you provide to these third parties is
not covered by this Privacy Policy, and we cannot guarantee the safety and privacy of your information.
Before visiting and providing any information to any third-party websites, you should inform yourself of
the privacy policies and practices (if any) of the third party responsible for that website, and should take
those steps necessary to, in your discretion, protect the privacy of your information. We are not
responsible for the content or privacy and security practices and policies of any third parties, including
other sites, services or applications that may be linked to or from the Site.

Security of Your Information

We use administrative, technical, and physical security measures to help protect your personal
information. While we have taken reasonable steps to secure the personal information you provide to us,
please be aware that despite our efforts, no security measures are perfect or impenetrable, and no method
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of data transmission can be guaranteed against any interception or other type of misuse. Any information
disclosed online is vulnerable to interception and misuse by unauthorized parties. Therefore, we cannot
guarantee complete security if you provide personal information.

Policy For Children

We do not knowingly solicit information from or market to children under the age of 13. If you become
aware of any data we have collected from children under age 13, please contact us using the contact
information provided at the end of this document.

Controls For Do-Not-Track Features

Most web browsers and some mobile operating systems include a Do-Not-Track (“DNT”) feature or
setting you can activate to signal your privacy preference not to have data about your online browsing
activities monitored and collected. No uniform technology standard for recognizing and implementing
DNT signals has been finalized. As such, we do not currently respond to DNT browser signals or any
other mechanism that automatically communicates your choice not to be tracked online. If a standard for
online tracking is adopted that we must follow in the future, we will inform you about that practice in a
revised version of this Privacy Policy. Most web browsers and some mobile operating systems include a
Do-Not-Track (“DNT”) feature or setting you can activate to signal your privacy preference not to have
data about your online browsing activities monitored and collected. If you set the DNT signal on your
browser, we will respond to such DNT browser signals.

Options Regarding Your Information

Account Information

You may at any time review or change the information in your account or terminate your account by:
e Logging into your account settings and updating your account.
e Contacting us using the contact information provided at the end of this document.

Upon your request to terminate your account, we will deactivate or delete your account and information
from our active databases. However, some information may be retained in our files to prevent fraud,
troubleshoot problems, assist with any investigations, enforce our Terms of Use and/or comply with legal
requirements.

Emails and Communications

If you no longer wish to receive correspondence, emails, or other communications from us, you may opt-
out by:

e Noting your preferences at the time you register your account with the Site.

e Logging into your account settings and updating your preferences.

e Contacting us using the contact information provided at the end of this document.
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If you no longer wish to receive correspondence, emails, or other communications from third parties, you
are responsible for contacting the third party directly.

California Privacy Rights

California Civil Code Section 1798.83, also known as the “Shine The Light” law, permits our users who
are California residents to request and obtain from us, once a year and free of charge, information about
categories of personal information (if any) we disclosed to third parties for direct marketing purposes and
the names and addresses of all third parties with which we shared personal information in the immediately
preceding calendar year. If you are a California resident and would like to make such a request, please
submit your request in writing to us using the contact information provided at the end of this document.

If you are under 18 years of age, reside in California, and have a registered account with the Site, you
have the right to request removal of unwanted data that you publicly post on the Site. To request removal
of such data, please contact us using the contact information provided at the end of this document, and
include the email address associated with your account and a statement that you reside in California. We
will make sure the data is not publicly displayed on the Site, but please be aware that the data may not be
completely or comprehensively removed from our systems.

Contact Us

If you have questions or comments about this Privacy Policy, please contact us at: shellcastapp@ncsu.edu
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Figure S1. ShellCast wireframes, including (a) main page map view when user is not signed in, (b) main page table view, (c)
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Figure S2. Screenshot of the ShellCast GitHub project page depicting web app issues and their status (i.e., “To Do”, “In Progress”,

“Done”, “Wishlist”).

& biosystemsanalyticslab / shellcast

<> Code @ Issues 18 11 Pull requests

& ShellCast cE——)
Updated 13 days ago

3 Todo ap o
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ndfd_sga_calc files in directories and
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#108 opened by ssaia

.

Automated as To do Manage

[ Projects 1 [ wiki |~ Insights

3 In progress qp Ooo

(© finalize main readme in analysis folder
#107 opened by ssaia

@

(@ clean up script and add state bounds
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&
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updates readme
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.
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Figure S3. Screenshot of the ShellCast main page with lease map pin, lease forecast pop-up, and table view.

Map AboutUs How ShellCast Works FAQs shellcastapp@ncsu.edu ~
DiCnivdoe

Last updated: March 15, 2021 06:02 AM (8 hours ago) Today: March 15 (Monday) Tomorrow: March 16 (Tuesday) In 2 days: March 17 (Wednesday) Table View

Growing units shown below are colored by % chance of closure. The colors are defined in a legend on the map. For more information on the forecast, find out how ShellCast works.

X
Lease ID: 123-abc
Today %: 0
Tomorrow %: 32
In 2 days %: 0

To add more lease location pins to the map above and get My Leases

notifications for those leases go to the preferences page.
Lease ID Today (%) Tomorrow (%) In 2 days (%)
123-abc 0 32 0
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