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Abstract 

Natural hazards impact the interdependent infrastructure networks that keep modern society functional. While a variety of 

critical infrastructure network (CIN) modelling approaches are available to represent CI networks on different scales and 

analyse the impacts of natural hazards, a recurring challenge for all modelling approaches is the availability and accessibility 

of sufficiently high-quality input and validation data. The resulting data gaps often require modellers to make assumptions for 

specific technical parameters, functional relationships, and system behaviours. In other cases, expert knowledge from one sector 

is extrapolated to other sectoral structures or even cross-sectorally applied to fill data gaps. The uncertainties that these 

assumptions and extrapolations introduce and their influence on the quality of the modelling outcomes are often poorly 

understood and are difficult to capture. Additionally, the ways of overcoming the data availability challenges in CIN modelling, 

with respect to each modelling purpose, remain an open question. To address this challenge, a generic modelling workflow is 

devised featuring six modelling stages commonly encountered in CIN models. The data requirements of each stage are 

systematically defined, and literature on potential sources is reviewed to enhance data collection and raise awareness of the 

issue. The workflow represents model generation and validation as well as natural hazard impact assessment, recovery, and 

mitigation. The application of the proposed workflow and the assessment of data availability challenges are showcased in three 

case studies, taking into account their different modelling purposes. From this, a generalised reflection on the relation between 

data availability, model purposes, model performance, and aptness of the approach is derived. Finally, a discussion on 

overcoming the challenges of data scarcity, including the use of participatory methods, anonymised data-sharing platforms for 

CI operators, and event-based impact datasets, is presented. 
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Introduction 1 

Critical infrastructures (CIs) are responsible for the supply 2 

of essential services and goods. They are organised in sectors 3 

which have intra- and inter-sectoral dependencies. Owing to 4 

such dependencies within (intra-sectoral) and across 5 

(intersectoral) components of different critical 6 

infrastructure sectors, critical infrastructure networks 7 

(CINs) are formed. Disruptions in one sector can lead to 8 

impacts in other sectors and cause chain effects [1, 2]. The 9 
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role of CIs in society's safety and security is receiving 10 

increasing acknowledgement due to an increasing number of 11 

threats such as extreme natural events, military conflicts, 12 

global pandemics, and cyberattacks. 13 

The purposes that CIs serve are versatile, and societies’ 14 

reliance on them is not easily conceived due to complex 15 

arrangements and dependencies between CI sectors. This 16 

especially applies to densely populated urban environments 17 

which sustain themselves due to an equally dense CIN. One 18 

way to capture CIs' supply of essential services and goods is 19 

by utilising models. Invariably, representing the multifaceted 20 

purposes of CIs results in similarly multifaceted modelling 21 

approaches, on which comprehensive overviews can be found 22 

in the literature [1, 3, 4]. Such CIN models may analyse direct 23 

disruptions caused, for instance, by natural hazards, as well as 24 

indirect disruptions caused by cascading effects transmitted 25 

through dependencies [5]. In addition to the analysis of 26 

disruptions, CIN models are used to develop and quantify 27 

measures for every step of the disaster risk reduction cycle [6 28 

– 8]. 29 

Invariably, CIN modelling approaches rely on a range of 30 

data and information inputs. Data acquisition for modelling 31 

inputs poses a challenge, which was also identified by the 32 

United Nations [9]. The challenge of gathering input data may 33 

limit the potential utility of CIN modelling techniques in 34 

contributing to the evaluation and management of resilience 35 

in urban environments facing natural hazards. There are 36 

several reasons for the lack of availability or accessibility of 37 

this data, such as the data protection of CI users, data 38 

confidentiality of CI operators, sensitivity of CI and their 39 

essential services during conflicts, or unawareness of the 40 

benefits and data needs of CIN models. Despite the challenges 41 

in data and information availability and accessibility, CIN 42 

modelling approaches are becoming a popular tool for 43 

capturing larger-scale interdependent infrastructures, 44 

disruption, and cascading effects. Lack of data and 45 

information is often complemented by assumptions in all 46 

stages and data types of the modelling process, which may 47 

affect the quality of the output and thus the reliability of the 48 

decision made based on the CIN model outputs. The first 49 

component of a solution is to bridge the gap between missing 50 

data and information. Categorisation of the data types needed 51 

for CIN models is the fundamental step required for filling the 52 

gap. [10] and [11] outlined the need for data and methods to 53 

support empirical and predictive assessments of CI resilience. 54 

However, currently very few systematic reviews are available 55 

on the types of data needed. Second, a discussion about the 56 

implications of data availability and accessibility on model 57 

characteristics is needed. Model characteristics are further 58 

defined as the capabilities, attributes, and reliability of CIN 59 

modelling approaches and their output. Discussions on the 60 

impacts of data scarcity on models in general are given in [12]. 61 

Very few discussions have focused on how those assumptions 62 

are made to overcome data scarcity and how they affect 63 

the quality and aptness of CIN model characteristics to 64 

make actual judgements. These exchanges may lead to 65 

more thorough data acquisition practices, enable dialog 66 

with potential data providers, and lead to a better 67 

assessment of CIN model results. 68 

The presented work provides a categorisation and 69 

explanation of data input types for a more systematic way 70 

of thinking about data needs and assumption implications. 71 

For each data input type, a definition is given as well as 72 

literature references to existing data sets if available or 73 

approaches in need of this data type. The categorisation is 74 

based on individual stages within the CIN modelling 75 

workflow. The presented work is delimited in two 76 

important dimensions: the purpose that CIN models fulfil 77 

is to define the specific needs for data. As an example, the 78 

vulnerability of CIN to cyber-attacks and the 79 

identification of maintenance needs of infrastructure 80 

requires different information and data. In the present 81 

work, the  scope is limited to only considering extreme 82 

natural events as impacts to CIN in order to explore the 83 

intricacies involved, but the defined methodology is 84 

generally applicable. The various techniques to derive the 85 

features of natural hazards, such as numerical modelling, 86 

data-driven, or empirical methods, are not outlined in this 87 

work because the focus is on the impact of extreme natural 88 

events on the exposed CIN.  Another limitation is the 89 

explicit focus on CIN modelling approaches 90 

conventionally termed “network-based approaches” [3] or 91 

“graph-based modelling approaches” for gathering data 92 

needs. The represented modelling approaches are  further 93 

referred to as CIN modelling approaches. These 94 

approaches have sub-categories, such as flow-based 95 

network models, which treat the flow of commodities 96 

through the CIN as the driving characteristics. Another 97 

sub-category which is also included in this work are 98 

topology-based network modelling approaches, which 99 

concentrate on the functionality of CI assets based on 100 

topological attributes of the network as defining 101 

characteristics. Other sub-categories for CIN modelling 102 

approaches, such as agent-based or system-dynamics-103 

based approaches, must be mentioned in this context but 104 

are not considered explicitly further on due to their more 105 

specific data needs. 106 

In the introduction chapter, the background and 107 

motivation of this work were outlined, and a short review 108 

of the literature was presented. The main purpose of this 109 

paper is to provide an overview of data needs for CIN 110 

modelling. Therefore, a generalised modelling approach 111 

is defined and elaborated in stages. Based on every stage, 112 

the required input data types are categorised, and the 113 

literature is presented for each data type. It is not intended 114 

to represent a risk management framework, but only to 115 
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concentrate on the modelling workflow and risk analysis. 116 

Subsequently, arguments are collected on why the data is 117 

important for CIN modelling techniques: Three case studies 118 

are introduced with a focus on one missing input dataset per 119 

category, the assumptions that are necessary due to the 120 

missing data, and the resulting effects on the model 121 

characteristics. The present work is then discussed and 122 

concluded (cf. Sections 4 and 5). 123 

CIN Modelling Stages & Data 124 

2.1 A Generalised CIN Modelling Process in Stages 125 

As previously mentioned, a wide range of data needs may 126 

be encountered throughout different CIN modelling 127 

approaches. To capture these in a systematic manner, a 128 

broadly formulated and generic multi-stage modelling process 129 

is defined, inspired by work stages frequently encountered in 130 

studies on CIN network modelling [1, 3, 7]. Each stage forms 131 

a category which is examined separately for their data needs 132 

(cf. section 2.2). It is noted that this categorisation is not 133 

exhaustive but serves as a starting point for the development 134 

of CIN modelling studies. Figure 1 shows these six stages as 135 

well as the two overarching stances. The definition of the 136 

model purpose drives every single stage at the beginning of 137 

the modelling assignment and is not necessarily driven by data 138 

but drives the data need. The stage of validation, calibration, 139 

and plausibility evaluation overarches the entire process 140 

as well since it can be applied to all modelling stages as 141 

well. Validation and model purpose thus have a 142 

distinctive role in the graphical representation of Figure 1, 143 

pointing to every other modelling stage. Additionally, 144 

Figure 1 shows that a model can be compiled by only 145 

following the stages until the stage of impacts of natural 146 

hazards; the two stages hereafter are only optional. This 147 

is indicated by an additional arrow branching from the 148 

path indicated by the arrows. 149 

Models are, by definition, a simplified representation 150 

of nature or systems. Thus, the first stage of the modelling 151 

is outlining the model purpose, which is defined by the 152 

intention that applies to CIN modelling efforts. Rather 153 

than requiring much data per se, the purpose of each study 154 

focuses on the choice of modelling approach and, 155 

consequently, data requirements. The purpose frames 156 

expectations on the usability and types of results which 157 

the model should eventually provide (for instance, 158 

decision support for strategic planning, information for 159 

disaster management, creation of knowledge, awareness 160 

building) and specifies users and target groups (such as 161 

academic researchers, utility providers, regulators, etc.). 162 

Overall, the model purpose is to determine other model 163 

characteristics, such as system boundaries, potential 164 

output, and the target group. An in-depth discussion on 165 

Figure 1: Generalised stages of critical infrastructure network modelling for hazard assessments including overarching stances of 

model purpose and validation. 
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the relation between model purpose, data needs, data 166 

availability, and model characteristics is given in Section 3. 167 

The next stage is defined as the mapping of infrastructure 168 

assets. The intention of this stage is to set up a network 169 

representation of the CI under study, considering their 170 

topological characteristics. This includes the transformation of 171 

information on physical infrastructure components into 172 

network elements, such as nodes and links or vertices and 173 

edges. Nodes represent individual entities, and links represent 174 

the dependencies between those entities. 175 

Consecutive to asset mapping is the quantification of 176 

dependencies. In this stage, dependencies within CIN (intra-177 

sectoral) and between different infrastructure networks (inter-178 

sectoral) are identified, quantified, and included as explicit 179 

network model elements.  180 

The next step is the quantification of CI services for the 181 

assembled network. The objective of this stage is to obtain a 182 

quantifiable extent of the service levels provided by the CIs 183 

under study, including information on the service area, 184 

recipients of the services, and demand patterns for these 185 

services. 186 

In the stage of impacts of natural hazards, the exposure of 187 

infrastructure assets to natural hazards and their consequences 188 

are considered. Knowledge is needed on the area and type of 189 

natural hazards causing structural damage, as well as on the 190 

impact-functionality relationships linking infrastructure 191 

damage to their ability to provide their services.  192 

The subsequent stage involved the appraisal of adaptation 193 

measures. The target of this stage is to evaluate the effect of 194 

measures (designed for adaptation, mitigation, or other 195 

purposes) implemented at any potential level of the system 196 

under study (i.e. infrastructure network components, 197 

dependencies, network structure, etc.) on a specified target 198 

metric. 199 

Approximating the steps of the disaster risk reduction 200 

cycle, is done in the following stage determination of response 201 

and recovery. The objective of this stage is to analyse the post-202 

disruption behaviour of the modelled system and its 203 

trajectory until it reaches a certain performance state (such 204 

as pre-disaster service levels or a new status quo). Not 205 

considering the response and recovery will lead to an 206 

inaccurate representation of disruptions and, ultimately, 207 

an incomplete representation of CINs under the impact of 208 

natural extreme events. 209 

The final stage is the validation, calibration, and 210 

plausibility evaluation stage of the individual stages 211 

before and refers to the examination of the system 212 

behaviour with sufficient accuracy. The stage can consist 213 

of the calibration of input parameters, checking for 214 

plausibility, or the verification of input and output data 215 

[13, 14]. Several model validation approaches exist [15, 216 

16] that entail different data requirements. Usually, this is 217 

performed by comparing field or experimental data to the 218 

model output, referring to the same (or a sufficiently 219 

similar) scenario. Finally, it must be noted that model 220 

validation should also be carried out according to the 221 

purpose of the model rather than aiming to achieve a 222 

perfect representation of the studied systems.  223 

2.2 Data Needs Derived from CIN Modelling 224 

Process Stages 225 

Grounded in the stages of the generalised modelling 226 

process defined in Section 2.1, an in-depth literature 227 

review is conducted to collect frequently occurring data 228 

needs, types, and, if available, potential data sources. 229 

These data types are introduced for every modelling stage, 230 

as shown in Figure 2. Every icon indicates a type of data 231 

and information that can be relevant for CIN modelling. 232 

2.2.1. Mapping of Infrastructure Assets 233 

Spatially explicit modelling studies start out with a 234 

need for geospatial information on CI component 235 

locations as point elements and occasionally as polygons 236 

describing infrastructure extent as well. Depending on the 237 

spatial scale and geographical region of interest, 238 

Figure 2: Data types for critical infrastructure network hazard modelling categorised by modelling stages. 
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availability of such information is highly varied; infrastructure 239 

location data may be readily accessible, curated, and openly 240 

provided through official (e.g. governmental) sources, as by 241 

the Homeland Infrastructure Foundation-Level Open Data of 242 

the U.S. Department of Homeland Security [17] or by the 243 

Geoportal of the Swiss Federal Administration [18], the only 244 

way to obtain infrastructure data in less affluent regions may 245 

be by relying on crowd-sourced mapping platforms, such as 246 

OpenStreetMap, with often unknown quality and 247 

completeness ratings [19]. Besides regional differences in data 248 

availabilities, certain infrastructure sectors are notorious for 249 

data scarcity: road infrastructure, for instance, is relatively 250 

well mapped and available [20] because the availability of its 251 

location is a prerequisite for its usage. Many subterrain 252 

components tend to have mapping gaps, which impedes large-253 

scale risk analysis, as is common in the water sector [21]. 254 

Further data scarcity concerns arise from resolution issues, 255 

that is, when detailed sub-components of infrastructure 256 

networks are required for analyses, as opposed to a more 257 

simplistic reliance on high-level components. For instance, 258 

when representing the power grid through different types of 259 

power plants, substations, transformers, high- and medium-260 

voltage transmission lines, power towers, low-voltage 261 

distribution lines, poles, etc., instead of simply mapping the 262 

most important transmission lines and plants. In the case of 263 

missing data sources, workarounds are applied depending on 264 

the model purpose. In case a model is generated to develop 265 

and test a modelling framework, for example, the generation 266 

of synthetic infrastructure data has been used among others in 267 

[22, ]23], machine-learning-based inference of infrastructure 268 

data for the global power transmission grid [24], or even 269 

omission from the scope of study [21]. 270 

2.2.2. Quantification of Dependencies 271 

Since the seminal work of [1] on the importance of 272 

dependencies among critical infrastructures, many 273 

frameworks for categorising dependencies have been 274 

developed [3, 4]. However, data is needed to identify 275 

dependencies in the first place and enable the consideration of 276 

potential chain reactions. Empirical approaches have focused 277 

on a range of methods such as expert judgement and media 278 

coverage [25, 26], yet to date, no comprehensive dependency 279 

databases exist which thoroughly document these (cf. [27] for 280 

a European-wide effort to build one). The level of detail for 281 

such identification efforts is often limited by the resolution at 282 

which utility providers share data [28]. Deductions of 283 

dependencies often remain at a sectoral scale [29, 30], which 284 

does not link appropriately to the resolution of many CIN 285 

modelling approaches. Further, quantification of the hence-286 

identified dependencies is often summarised under terms such 287 

as ‘coupling behaviour’ [1] or ‘coupling strength’. Ideally, 288 

dependencies should incorporate the notion of input quantities 289 

at the supporting side which relate to output quantities at the 290 

dependent side, and of the degree to which certain impacts on 291 

a dependency source propagate down to a dependency 292 

target. Quantification efforts have proven to be data-293 

intensive, relying on time-dependent disruption and 294 

restoration data [28, 31]. While such coupling behaviours 295 

are sometimes implicitly quantified through (lack of) 296 

redundancy in the network topology, or through failure 297 

tolerance threshold attributes, deterministic and binary 298 

dependency formulations still prevail owing to a lack of 299 

refined data to capture more elaborate dependency 300 

relationships. 301 

2.2.3. Quantification of CI Services 302 

Per definition, CIs provide essential services to a 303 

number of end-users, including population, businesses, or 304 

other infrastructure. The performance provided by 305 

infrastructure can be expressed not only in terms of 306 

services but also in terms of goods. However, in the 307 

presented work, only services will be mentioned. As CIN 308 

modelling is usually concerned with impact estimation, a 309 

multitude of data regarding CI services are necessary. 310 

First, knowledge about the characteristics of the 311 

population, including their number, socio-economic 312 

status, and vulnerabilities, served from a particular 313 

infrastructure asset is required. Moreover, data on the 314 

characteristics of businesses and other infrastructure 315 

assets served could also be needed. In the absence of 316 

detailed data, a number of substitute techniques are 317 

commonly employed, such as the estimation of a service 318 

area using geometric methods, for example, Voronoi 319 

decompositions or shortest-path algorithms [32 – 35]. 320 

Voronoi polygons can also be used for dependency 321 

quantification, as in [7]. Other options include the use of 322 

surveys [36] or the use of aggregated customer and census 323 

data [37]. Additionally, service demand pattern data may 324 

also be required for both asset functionality determination 325 

and impact estimation [23], especially when examining 326 

societal impacts of disruptions [38]. While sufficiently 327 

accurate estimations exist for certain CI services, such as 328 

water distribution networks [39, 40], they may be more 329 

difficult to obtain for other CI services, such as emergency 330 

services or the financial sector. CI service data, as defined 331 

herein, are usually difficult to obtain either due to 332 

legislative restrictions, economic competition, or general 333 

absence. Consequently, most studies in the scientific 334 

literature resort to a number of assumptions and inference 335 

approaches. 336 

2.2.4. Impacts of Natural Hazards 337 

From a CIN modelling perspective, it is important to 338 

capture when and how individual infrastructure assets 339 

subject to natural hazards fail and translate this direct 340 

asset-level failure to system-level indirect failures. It is 341 

noted that failure does not necessarily imply a binary 342 

state, as is commonly used [41], but can also refer to 343 

reduced functionality. Asset damage or failure is a product 344 
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of complex interactions between the characteristics of the 345 

asset and those of the hazard considered [42], making failure 346 

identification a data-intensive task. In practice, asset damage 347 

is usually linked to certain hazard parameters (e.g. via 348 

appropriate curves) according to the type of asset examined. 349 

These parameters may vary according to the infrastructure or 350 

hazards considered. For example, in the case of flooding, a 351 

range of hydrological characteristics can be considered [43], 352 

including whether the asset is flooded or not [44], inundation 353 

depth [45], water velocity [46], flood duration [47], or water 354 

chemical composition, although inundation depth is the most 355 

commonly used parameter in practice [48]. In the case of 356 

earthquakes, fragility curves linking element damage to 357 

ground motion parameters such as peak ground acceleration 358 

(PGA), peak ground velocity, and peak ground displacement 359 

[49] are commonly employed. Additionally, insights into how 360 

damage translates to service or functionality reduction are 361 

needed. In addition to the identified hazard failure 362 

mechanisms, storms and fires must also be mentioned. Several 363 

functionality mechanisms are being considered in practice, 364 

such as binary functionality states [50], discrete functionality 365 

states [51, 52], or continuous functionality [53]. These 366 

mechanisms are infrastructure- and hazard-specific. A binary 367 

state realistically represents the failure of electric power assets 368 

under a flood scenario, whereas a transportation network 369 

requires a continuous functionality representation. 370 

Consequential is the consideration of multi-hazards which 371 

may further complicate infrastructure response [54]. A simple 372 

superposition of the previously mentioned response attributes 373 

may not suffice for multi-hazard environments because a 374 

compound event could either have more severe impacts on the 375 

disruption or also be the same as a singular event. Thus, the 376 

disruption functions must be generated individually for each 377 

multi-hazard-sector combination. Finally, the exposure to 378 

natural hazards may not be described deterministically only, 379 

but under consideration of extrinsic uncertainties, for 380 

example, meteorologic uncertainties, and intrinsic 381 

uncertainties, for example, resulting from a system’s inherent 382 

variability. Currently, the lack of comprehensive datasets 383 

regarding infrastructure failure under a multitude of hazards is 384 

a bottleneck for risk and resilience analyses. 385 

2.2.5. Determination of Response & Recovery 386 

Modelling the response and recovery process of 387 

interdependent CIs naturally relies on most of the 388 

aforementioned data to represent the interdependent 389 

infrastructure system itself, yet requires various additional 390 

data: component repair times [55]; quantitative relationships 391 

between the repair state of components and service provision 392 

levels [56]–conceptually the inverse of the damage-393 

functionality relationship mentioned above–; data on response 394 

actions including work capacities and repair priorities or the 395 

rerouting of CI supply flows [57]. This refers to the 396 

transformability of infrastructure assets under the stress of 397 

natural hazards. Frequently used component repair time 398 

tables are partly available through the technical manuals 399 

of FEMA’s Hazus Program [58] or from ATC-13 data 400 

[59] for a wider range of buildings pertaining to different 401 

social function classes. Such tables deliver a partial 402 

insight  into the infrastructure components covered and 403 

may not always be directly transferable to regions other 404 

than the US for which they were designed. Given the 405 

complexity of the task, many recovery studies tend to 406 

remain at the sectoral level rather than at infrastructure 407 

component levels and do not incorporate the multitude of 408 

uncertainties involved in these processes [60]. 409 

2.2.6. Appraisal of Adaptation Measures 410 

Commonly, the viability of adaptation measures is 411 

evaluated by trading off benefits against costs, which 412 

require data on either side and at various scales of a 413 

network. Multi-criteria analyses and most commonly, 414 

cost-benefit analyses are performed for many types of 415 

hazards and individual infrastructure sectors [61 – 63]. As 416 

measures may act on different aspects of the risk chain, 417 

such as reducing a component’s vulnerability or exposure 418 

to a certain hazard, or on the hazard intensity itself, data 419 

are needed to parametrise the working mechanism and 420 

hence quantify risk aversion benefit adequately. 421 

Evaluating measures with regard to their co-benefits and 422 

costs in other CI sectors requires adequate 423 

parameterisation of the above-mentioned dependency 424 

relationships. The latter is particularly crucial when 425 

evaluating the effects of system-level adaptation measures 426 

[56]. These measures, for instance, aim at enhancing 427 

resilience through modifying dependency relationships 428 

instead of fortifying individual components. Examples of 429 

system-level adaptation measures are increasing 430 

redundancies, reducing failure propagation behaviour, 431 

etc.), or modification of end-user demands and response 432 

capacities. Drawing on the level of destruction and 433 

disruption from real-world extreme events, it may 434 

however be concluded that the performance of adaptation 435 

measures is still rarely evaluated at a system level, nor do 436 

measures tend to target system-level adaptation [55]. 437 

2.2.7. Validation, Calibration & Plausibility Evaluation 438 

In the context of modelling CI responses under hazard 439 

scenarios, studies have focused on collecting field data 440 

from past events. Such data might include print-media and 441 

social media or infrastructure and disruption damage and 442 

disruption reports of past events [35], utility providers’ 443 

service outage statistics and restoration timelines [28, 64], 444 

and reports of response measures taken [65]. 445 

Methodologies that require data collected from expert and 446 

stakeholder elicitation processes may also be employed 447 

[66]. It is important that these datasets are of sufficient 448 

quality in terms of reliability, consistency, completeness, 449 

and detail, which in turn requires additional verification. 450 
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https://www.zotero.org/google-docs/?yuuMBn
https://www.zotero.org/google-docs/?hyXUkd
https://www.zotero.org/google-docs/?fQ2s54
https://www.zotero.org/google-docs/?GKxijD
https://www.zotero.org/google-docs/?cHHb2k
https://www.zotero.org/google-docs/?fNFr6w
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In general, there is a lack of established CI model validation 451 

approaches in the scientific literature, and validation of CI 452 

models is rarely comprehensive due to the unavailability of 453 

relevant, homogeneous data. 454 

Data Scarcity Influencing CIN Model Characteristics 455 

3.1. Introduction of Case Studies with Varying Model 456 

Purposes 457 

Three specific case studies are introduced which represent 458 

the experience of the authors and will be used to discuss the 459 

effect of data scarcity on CIN models. The CIN model case 460 

studies are defined by four model characteristics, as shown in 461 

Table 1:  462 

The first case study briefly summarised in Table 1 concerns 463 

a continental-level earthquake risk assessment for Europe with 464 

the aim of to identify vulnerable geographical hotspots and to 465 

quantify the vulnerabilities that are induced by dependencies 466 

between CI sectors. Similar case studies have been presented 467 

in the scientific literature [67]. While CI networks are 468 

represented at an asset level, simplifications regarding the 469 

detailed structures of the various networks are made. Similar 470 

simplifications are made regarding the ways in which the 471 

various CI sectors are connected and how their disruptions 472 

influence the population. 473 

The model purpose of the second case study is to identify 474 

the flood risk as population time disrupted per year for CIs 475 

next to other tangible flood consequences, such as economic 476 

damage and endangered populations. The analysis is 477 

based on a CIN model based on [68] and is additionally 478 

used to compare the benefits of potential mitigation 479 

measures and allow for improved decision making. The 480 

specific model purpose of flood risk management could 481 

be generalised by being applied to other natural hazards 482 

such as droughts, storms, and bushfires. Thus, the 483 

generalised model purpose would be defined as hazard 484 

risk management. In terms of abstraction from the real 485 

complexity of CIN, this type is more differentiated with 486 

regard to the sectors than the first case study, but has a 487 

smaller spatial boundary. 488 

The third case study is a sectoral adaptation study 489 

designed to decrease healthcare access disruptions across 490 

the population in the face of multi-hazard (particularly 491 

strong winds and flooding) events [69]. The analysis is 492 

based on an integrated natural hazard risk and CIN 493 

modelling approach [35] and evaluates five adaptation 494 

measure packages, which are either focused on resilience-495 

enhancing measures to a single CI type, target multiple 496 

CIs at once, or modify the dependency relationships 497 

among CIs. While real-world data are used to map the 498 

interdependent CI systems and hazards, the stylised 499 

parameterisation of adaptation measures exemplifies 500 

trade-offs and benefits of component level against 501 

system-level measure packages to prevent service 502 

disruptions. 503 

Table 1: Three exemplary case studies using CIN modelling featuring a wide range of model purposes, system boundaries, 

and outputs. Those case studies serve for the further examination of data scarcity implications on modelling qualities. 

https://www.zotero.org/google-docs/?CClBMo
https://www.zotero.org/google-docs/?09QoT9
https://www.zotero.org/google-docs/?vbEzWF
https://www.zotero.org/google-docs/?F8mRFw
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3.2. Repercussions of Data Scarcity for Every 504 

Modelling Stage in the presented Case Studies 505 

Exemplifying the introduced modelling stages (cf. section 506 

2.1) and data requirements (cf. section 2.2) on the presented 507 

case studies (cf. section 3.1), Table 2 briefly illustrates typical 508 

repercussions of data scarcity for the corresponding three 509 

generalised model purposes. Table 2 does not claim that these 510 

specific repercussions always occur for the associated 511 

generalised model purpose types. It merely serves to highlight 512 

that this is one of the possible repercussions that can occur and 513 

suggests a way of expressing repercussions for a model. For 514 

brevity, only one instance of lacking data and its consequence 515 

for the modelling process is discussed per stage and case 516 

study. Additionally, it is noted that the three given model 517 

purpose types are not a complete picture of all possible model 518 

purpose types, but only three possibilities. A brief overview is 519 

given in Table 2 for every modelling stage. In the asset 520 

mapping stage, all case studies receive incomplete or partial 521 

information about specific CI sectors. This leads to a 522 

coarse representation of the network and its sectoral 523 

hierarchy, as well as higher uncertainty of the results. In 524 

the stage of dependency quantification, the general issue 525 

is missing information about dependencies. This 526 

materialises in assumptions that need to be made and 527 

overlooked redundancies that should not be disregarded. 528 

For the stage of quantification of CI services, the level of 529 

detail of the input that is necessary for specific model 530 

purposes is a challenge. Additional challenge is to retrieve 531 

the same metric for different CI sectors, resulting in 532 

challenges for the comparability of scenario calculations.  533 

For all case studies, different problems occur in the 534 

stage of natural hazard and operational limits, and the 535 

types of challenges are determined by the model 536 

characteristics. The first case study mentions that no 537 

functionality-impact relation is available for earthquakes. 538 

The second case study is missing sector-specific flood-539 
Table 2: Repercussions of data scarcity in every modelling stage, illustrated for three different model purposes, generalised from 

exemplary case study experiences in Table 1. 
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depth-functionality 540 

relations, and the third case 541 

study is missing a 542 

combined flood depth and 543 

wind speed functionality 544 

relation. All missing 545 

information results in 546 

assumptions that lead to a 547 

potential over- or 548 

underestimation of the final 549 

results. In the response and 550 

recovery stage, desired 551 

metrics are missing to 552 

quantify the recovery after 553 

a CI disruption. However, 554 

the initial information about 555 

the mere presence of 556 

emergency structures is 557 

also missing, and thus, the 558 

response is also not 559 

represented appropriately. 560 

In the measure appraisal stage, the issue concerns the 561 

identification of potential measures alone. However, in case 562 

those measures are identified, as in the second case study, the 563 

metrics to quantify the potential costs are missing. For all three 564 

case studies, the validation stage was strongly influenced by 565 

data availability. 566 

3.3. Influence of data scarcity on CIN model 567 

characteristics 568 

As the compilation in Table 2 illustrates, the absence of 569 

data impacts model inputs and potential outputs. This 570 

invariably affects a range of model characteristics, which 571 

should be carefully evaluated under consideration of the 572 

model’s purpose to critically reflect its fitness for the intended 573 

purpose. Without a claim of completeness, a few crucial 574 

model characteristics and the implications of data scarcity on 575 

those are discussed below, extending the mathematically 576 

driven characteristics of networks as introduced by [70]. 577 

The granularity describes how fine or coarse a network 578 

model resembles the details of CI supply systems. Figure 3 579 

illustrates one possible scale from low to high granularity 580 

for the electricity sector. The figure does not depict the 581 

exclusive approach to coarse granularity; for instance, 582 

dynamics encompassed by coarser granularity can also be 583 

cross-sectoral. Granularity is intricately linked to the 584 

accuracy and complexity of CIN models. Invariably, the 585 

amount of data and information available influences how 586 

accurate and complex a model can be and how granular it 587 

may or should be resolved. The granularity is adjusted on 588 

a precision scale according to the model objectives. Thus, 589 

models of type A tend to attain their model purpose using 590 

coarser granularity than models of type C, which 591 

generally may require finer granularity. When comparing 592 

the examples in cell 1A and 1C, Table 2 is also underlined. 593 

Another CIN model characteristic linked to granularity 594 

and accuracy is the ability to resemble chain reactions. 595 

The German Federal Office of Civil Protection and 596 

Disaster Assistance (BBK) suggests a scale of three types 597 

Figure 3: Amount of data and information available affects the resolution (granularity) with which CIs, 

CI dependencies, and services can be modelled. 

Figure 4: Types of failure mechanisms or chain reactions that can propagate through disrupted CINs adapted from the 

definitions in [69]. Depending on data availability, different failure mechanisms/chain reaction types may be captured. 

https://www.zotero.org/google-docs/?0eQhim


Journal Resilient Cities & Structures XX (XXXX) XXXXXX Author et al  

10 

of chain reactions, as shown in Figure 4 [71]. The first type of 598 

chain reaction refers to the domino effect, where disruptions 599 

are propagated through critical infrastructure assets through 600 

their dependencies. Cascading effects describe a type of chain 601 

reaction similar to the domino effect, but underline the 602 

progressive consequences of the disruption. The last type of 603 

chain reaction features interdependencies, which refer to 604 

mutual reliance or connections between different CI assets. 605 

Depending on the granularity as well as the level of detail of 606 

dependency information, those different chain reaction levels 607 

are representable in CIN models. Table 2 introduces in cell 2A 608 

the fact that all of those dependencies had to be assumed and 609 

thus have a lot of uncertainty. Thus, the resemblance of chain 610 

reactions might be inaccurate. 611 

The communicability of CIN models describes their ability 612 

to transfer the methodology and potential outputs to the 613 

desired target group. The absence of information and data 614 

often leads to replacement through assumptions and 615 

heuristics, which often happen implicitly or may not be closely 616 

tracked. More assumptions may lead to lower 617 

communicability of how a model is set up and reduce trust in 618 

its outputs. This is one factor influencing the process of testing 619 

measures in the CIN model environment, as described in Table 620 

2, cell 6B. 621 

The existence of many assumptions due to data scarcity 622 

may hamper the reproducibility of a modelling approach by 623 

other researchers. Furthermore, data availability and 624 

assumptions for certain geographic or system boundaries, for 625 

which a model was initially designed, may not extend to other 626 

regions and systems, limiting its transferability. Some 627 

modelling approaches may be more versatile and flexible with 628 

respect to underlying premises than others, which feature a 629 

higher level of hard-coded assumptions, or which are 630 

calibrated against specific, non-widely available datasets. 631 

Discussion & Outlook 632 

Current CIN modelling techniques can already supply 633 

advice for consequence assessment and mitigation planning; 634 

however, the more accurate, complete, relevant, consistent, 635 

and accessible the data, the better the model results. The added 636 

value of this work lies in collecting the data requirements of 637 

the CIN models. This is achieved through the systematic 638 

division of data categories and associated data types based on 639 

the modelling stages. Further possibilities of categorisation, 640 

for example, based on sectors or importance for models, are 641 

conceivable. These new categories have the potential to elicit 642 

further data types that have not yet been considered. 643 

Therefore, this work does not claim to be a complete 644 

collection of data needs, but is intended as a propulsion for the 645 

discourse about the data availability of CIN models. 646 

Wording remains a challenge in the field of hazard 647 

modelling for CIN models because the two fields of expertise 648 

(impact modelling and engineering of CIs) meet and do not 649 

share the same established terminology. Although the 650 

network models considered in this work have been limited 651 

to graph-based CIN models, it remains an issue to identify 652 

the right terminology for the interaction of data scarcity 653 

and CIN models. The characteristics previously defined 654 

are the first approach to describe the interface of those 655 

fields under consideration of the capabilities and 656 

limitations of CIN models. More efforts need to be 657 

invested in defining a generally accepted terminology for 658 

a range of network characteristics such as fidelity, 659 

granularity, sensitivity, or the representation of cascading 660 

effects to close the gap between impact modelling and 661 

CIN modelling. 662 

In the context of this work, the category of CIN model 663 

purposes has been defined and filled with three examples 664 

along a scale from (1) hazard vulnerability hotspot 665 

assessment to (2) hazard risk management to (3) sectoral 666 

adaptation. These examples seek the representation of 667 

network models on a scale comparable to a spatial scale 668 

(global, national, regional, and local) suggested by [72] 669 

for flood risk assessments, including typical model 670 

characteristics for each scale level. In the future, scales 671 

like these need to be defined for other CIN model 672 

characteristics with a clear division of levels as well. The 673 

definition of these levels is not about setting a better or 674 

worse value, but about being able to accommodate the 675 

subdivisions defined by model purposes and to enable 676 

differentiation of the characteristics. 677 

Assumptions made by Cin modellers are one 678 

concomitant of data scarcity. These assumptions can be 679 

supported by CI operators and scientists alike through 680 

expert knowledge. Nevertheless, assumptions influence 681 

the network model’s characteristics in their performance. 682 

Although commonly used in CIN models, current studies 683 

often lack sufficient communication or quantification of 684 

the uncertainty resulting from assumptions, unlike other 685 

fields in which such practices are more prevalent [73]. A 686 

range of possibilities are available to modellers to 687 

quantify or counter uncertainties, beginning with 688 

uncertainty analysis [74], sensitivity analysis, anecdotal 689 

verification with expert knowledge, or at least an 690 

overview of made assumptions, as done in [35]. It must, 691 

however, be noted that uncertainty and sensitivity 692 

analyses often in turn also rely on more input data, for 693 

instance, for validation and setting of plausible bounds for 694 

the tested parameters as an input. It remains an open 695 

question on how to validate, verify, or make plausibility 696 

checks appropriately. These checking processes can be 697 

done in many possible ways, from surveys validating each 698 

asset and its characteristics, to the validation of small 699 

representative units of a network, to the anecdotal 700 

validation of individual elements of a CIN, and under 701 

consideration of temporal variability of data inputs. It is 702 

https://www.zotero.org/google-docs/?MDr7Dg
https://www.zotero.org/google-docs/?MDr7Dg
https://www.zotero.org/google-docs/?869EZ1
https://www.zotero.org/google-docs/?sqMZjr
https://www.zotero.org/google-docs/?6pUUx5
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suggested to further investigate CIN model validation 703 

techniques based on specific model purpose types and under 704 

consideration of the data needs highlighted in this work. 705 

Communication and the expressed quantification of 706 

uncertainties have the potential to enhance trust in CIN model 707 

results and, consequently, strengthen CIN modelling methods 708 

as a whole. When it comes to presenting the results, 709 

uncertainties must be communicated appropriately to establish 710 

trust with the intended recipients and allow for robust 711 

decision-making [75]. In the case studies presented, CI 712 

stakeholders, particularly CI operators, were involved as 713 

recipients, or the least CI operators were key partners in the 714 

development and implementation of measures. In any case, 715 

trust is significant in ensuring sufficient eagerness. Early and 716 

ongoing participation of CI stakeholders in the process of CIN 717 

hazard assessments can be beneficial in all stages of the 718 

modelling process [26, 56]. Not only will this create a greater 719 

identification in the potential results but also has a huge 720 

potential of acquiring qualitative information or sometimes 721 

even quantitative information, in perspective: data. Limited 722 

resources for the participation of critical infrastructure 723 

stakeholders and the acquisition of input data should be 724 

adapted to the model purpose intended to be addressed with a 725 

model. It is important to ensure that all other model 726 

characteristics are aligned with the needs of the affected CI 727 

stakeholders to enable mutual benefits. 728 

An issue that persists and needs to be addressed in 729 

participatory settings is the way data is conveyed or provided. 730 

A range of options have been tested by the US Federal 731 

National Laboratories (for example, Sandia Lab, Los Alamos 732 

Lab, Idaho National Laboratories, etc.), but the knowledge is 733 

not publicly accessible for security reasons. Opposite to these 734 

options is the openness to share most of its infrastructure data, 735 

as done in New Zealand for example [76]. Therefore, it seems 736 

that the willingness to share data varies a lot and discussion is 737 

ongoing. The question remains whether the sharing of data or 738 

information itself is proven to cause more disruptions in CIN 739 

due to physical or cyber-attacks compared to disruptions from 740 

natural hazards that cannot yet be recorded or recorded 741 

inadequately due to a lack of data exchange. 742 

Although some data sources were compiled in this study, 743 

gaps remain. One suggestion is to collect more impact data in 744 

the direct aftermath of disaster events, either in person or 745 

through social media. Another suggestion is to establish 746 

platforms for CIN datasets accessible for research, including a 747 

range of prerequisites from users and providers: (1) 748 

consideration of previously defined data types needed, (2) 749 

awareness of the level of detail that needs to be published if 750 

this data is used by CIN modellers, and (3) sensibility for 751 

privacy of CI users. Despite the strong case for more and better 752 

data and information in CIN modelling, it is paramount to 753 

critically reflect on the need for complexity and detail, 754 

depending on the purpose for which a model is built. In many 755 

cases, the unavailability or inaccessibility of very detailed 756 

data does not hamper the purpose of the developed CIN 757 

models. Whether a model aims to create new knowledge 758 

(models for understanding) or to create new capabilities 759 

within its user space (models for action) may require 760 

different levels of upfront data availability, since in the 761 

latter scenario users may provide those themselves on-762 

the-fly, as deemed necessary. Further, societal context and 763 

ethical uncertainties may influence data requirements - 764 

some societies and studied problems may require higher 765 

levels of resolution and certainty to justify action than 766 

others. 767 

Conclusion 768 

CIN modelling offers approaches to better assess and 769 

manage natural hazards. Data inputs limit and determine 770 

the value of CI modellers’ “offerings” to specific 771 

assignments. This study identifies overarching similarities 772 

in the modelling process, defines eight stages, and 773 

associates each stage with data types. The typification of 774 

those data needs has been documented, and the potential 775 

data sources for all data types are pinpointed, or if 776 

unavailable, gaps are identified. Three purpose-driven 777 

classes of CIN models have been distinguished, setting it 778 

apart from the pure size-driven classification (e.g. local, 779 

regional, national, global). For the model purpose type, 780 

case studies of CIN models have qualitatively shown the 781 

influence of data scarcity and the resulting assumptions at 782 

each modelling stage. 783 

This work increased the level of understanding 784 

regarding CIN modelling and the difficulties faced by 785 

both CI operators and CI modelling experts alike. The 786 

modelling stages and data types defined enhance the 787 

possibility of communicating about data needs and 788 

assumptions in participatory settings. On the other hand, 789 

an orientation is provided for network modellers at an 790 

early stage of a model setup, including potential data 791 

sources. Additionally, CIN modellers are encouraged to 792 

disclose uncertainties in their methods by delivering 793 

examples on how data scarcity influences network 794 

characteristics. In the end, this contribution advances the 795 

potential of CIN models to be utilised mutually by 796 

research and practice. 797 

The work provided enhances CIN modelling 798 

techniques by clearly outlining their data needs based on 799 

modelling workflow stages and provides a literature 800 

review that identifies potential data sources or examples 801 

in practise or research. Ultimately, this leads to the 802 

enhancement of analyses and evaluation methods for 803 

resilience-based planning of urban environments under 804 

consideration of CI services. The purpose of CIN models 805 

needs alignment with CI stakeholders and needs to go 806 

https://www.zotero.org/google-docs/?nBbG4M
https://www.zotero.org/google-docs/?OgLopz
https://www.zotero.org/google-docs/?s8eDFq
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hand in hand with the model purpose and the model 807 

characteristics to influence data availability positively. 808 
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Relevance to Resilience 828 

Impacts on critical infrastructure assets cascade through 829 

their dependencies on other CI assets. CI network modelling 830 

methods are viable tools to consider these cascading effects. 831 

When addressing the resilience of an infrastructure, it is 832 

essential to consider the dependencies within a network. 833 

Different measures, each with a variety of operating 834 

principles, must be tested for their potential to increase 835 

resilience. Critical infrastructure network modelling methods 836 

have proven to be valuable tools for quantifying CI response, 837 

reconstruction, protection, and adaptation measures. 838 

This work contributes to unlocking the potential of CIN 839 

modelling methods by classifying and identifying data needs 840 

and discussing the implications of data scarcity on model 841 

performance. 842 
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